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CSWL Data Protection Notice

Last revised: August 2024

1. Scope of the Notice

This CSWL Data Protection Notice (hereafter the “Notice”) outlines how the Luxembourg House
of Cybersecurity (hereafter “LHC” or “we”) collects, processes and protects personal data in
relation to the CYBERSECURITY Week Luxembourg! (hereafter the “Event” or “CSWL”) in
accordance with the Regulation (EU) 2016/679 of the European Parliament and of the Council of

27 April 2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data (“GDPR”).?

2. Data Subjects
This Notice is intended for:

e Event Participants;
e Event Speakers;
e Event Sponsors.

3. Data Controller

The Data Controller of the processing operation for the purposes of organising the Event is:
Luxembourg House of Cybersecurity g.i.e. 122, Rue Adolphe Fischer, L-1521 Luxembourg,

privacy@lhc.lu

4. Data Processors
a. The Data Processor of the personal data processing related to the registration® of the
Data Subjects to the Event is: rami.io GmbH, Berthold-Mogel-Str. 1, 69126 Heidelberg,
Germany (“RAMI”).
RAMI’s sub-processors are:
(1) netcup GmbH, Daimlerstr. 25, 76185 Karlsruhe, Germany

! The CYBERSECURITY WEEK Luxembourg is a national campaign coordinated by the Luxembourg House of
Cybersecurity involving multiple events. One of the key events within CSWL is hack.lu. Additional information about
CSWL can be found on the official page: https://cswl.lu/.

2 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679

3 Pretix ticket shop software.
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e Commissioned with server and computer center services for data processing and
storage
e Computer center locations: Nuremberg (Germany)
(2) Hetzner Online GmbH, Industriestr. 25, 91710 Gunzenhausen, Germany
e Commissioned with server and computer center services for data processing and
storage
e Computer center locations: Nuremberg (Germany), Falkenstein (Germany)
(3) rapidmail GmbH, Augustinerplatz 2, 79098 Freiburg i.Br., Germany
e Commissioned with email delivery services
e Computer center location: Germany
(4) IONOS SE, Elgendorfer Str. 57, 56410 Montabaur, Germany
e Commissioned with server and computer center services for data processing and
storage
e Computer center locations: Germany.
b. The Data Processor of the personal data processing related to taking photos at the Event
is: Blitz Agency Sarl, 22 Rue de I'Industrie L-8399 Windhof, Luxembourg.
¢. The Data Processor of the personal data processing related to taking videos at the Event
is: Iddi-fix, 47-49 op Zaemer, L-4959, Bascharage, Luxembourg.

5. Purposes and legal basis for processing

LHC collects and processes the Data Subject’s personal data for the following purposes:

(1) Event management:
LHC processes personal data for such purpose under LHC’s legitimate interest in
organising and deploying the Event. The processing of such personal data is based on the
Data Subject’s consent as per art. 6 (1)(a) of the GDPR.

(2) Processing of contact details for inviting Data Subjects to future events:
Consent provided during the Event registration as per art. 6 (1)(a) of the GDPR. To
withdraw consent, the Data Subject can contact LHC at info@Ihc.lu

(3) To perform and execute agreements:
The processing of personal data is necessary for the execution of a contract with
Sponsors, Speakers and remaining Participants purchasing registrations for the Event.
After the Event, in case of financial transactions, LHC will need to process personal data

to comply with legal obligations.

6. Categories of personal data
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The following contact data are collected:

e Contact details (first name, last name, role, organisation, country, e-mail).

e Signatures in case of executed contracts with Speakers or Sponsors.

e Recorded (audiovisual material) presentations, talks and interventions from Speakers
and panelists.

7. Retention period
Contact data collected will be kept by LHC for one year after the Event.
8. Transfers of personal data:

The processing of personal data, in this context, does not include the transfer of personal data
outside the EU/EEA.

9. Data Subjects’ rights

With regards to the personal data collected and processed by LHC, the Data Subject may exercise
at any time the following rights:

o Right to access: right to receive confirmation about whether or not its personal data is
being processed by LHC. If that is the case, the Data Subject has the right to know what
data is being collected and processed and to obtain of copy of it;

¢ Right to rectification: if the personal data that LHC holds about the Data Subject is
inaccurate or incomplete, the Data Subject has the right to request to have it rectified;

¢ Right to erasure: subject to certain conditions specified in art. 17 of the GDPR, the Data
Subject has the right to have its personal data deleted by LHC;

o Right to restriction of processing: subject to certain conditions specified in art. 18 of the
GDPR, the Data Subject has the right to obtain restriction of the processing of its personal
data performed by LHC;

o Right to data portability: subject to certain conditions specified in art. 20 of the GDPR,
the Data Subject has the right to obtain a copy of the personal data you provided to LHC
in a structured, commonly used and machine-readable format and to request the transfer
of these data to another data controller;

o Right to object: the Data Subject has the right to object the processing of its personal data
when the conditions set out in art. 21 of the GDPR apply;

o Right to withdraw consent: if LHC is processing the Data subject’s personal data based
on consent, the Data Subject has the right to withdraw that consent at any time. The
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withdrawal of such consent shall not affect the lawfulness of processing based on consent
before its withdrawal.

¢ Right to lodge a complaint with a supervisory authority: the Data Subject has the right
to lodge a complaint with the Commission Nationale pour la Protection des Données
(“CNPD”).

10. Amendments to the Notice

LHC reserves the right to amend this Notice from time to time to reflect changes in laws, data
collection and practices, and to ensure its accuracy, completeness and timeliness. LHC
encourages the Data Subjects to check this Notice regularly.
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